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Abstract :

Lucifer, a direct predecessor of the DES algorithm, is a block-cipher
having a 128 bit block size and 128 bit key length. Its general design
principles and properties are described and discussed. A simple FORTRAN
program is presented which implements the algorithm, providing a modern,
secure cryptographic algorithm that can be used in personal computers.
Lucifer is of special interest because it is in the same class of product

ciphers as DES but is much simpler. Study of Lucifer may reveal

cryptanalytic methods that can be applied to DES.
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I. 1Introduction

Lucifer is a high security, 128 bit key, block-cipher algorithm with a
128 bit block size. It is a direct predecessor of DES and is the same
vafiety of product cipher, wusing alternating 1linear and non-linear
transformations. Lucifer is thereforé a good subject for cryptanalysis in
order to discover principles that can be applied to DES.

One of the principle complaints about DES is the short, 56 bit length
of 'the key. It is asserted [4,5,11,12] that DES could be broken by
exhaustive search at a reasonable cost with today's hardware. It is also

asserted that by 1990, the increased speed of the available hardware will



make DES so insecure that some form of replacement will be a necessity
[4]. it is unlikely that exhaustive search will ever be a feasible
technique with Lucifer because of its 128 bit key length, and it is
extr.emely likely that any successor of DES will have a 128 bit key |[4].

DES has also been criticized because some of its design principles
have been kept secret at the request of NSA [11,12], allowing for the
possibility that there are weaknesses that only NSA and its designers are
aware of. The same degree of secrecy does not appear to have been applied
to Lucifer.

Because of its relationship to DES, and its relative simplicity
compared to DES, Lucifer is worthy of study. An understanding of Lucifer
helps to clarify the internal operation of DES, since the principal
elements of Lucifer are also present in DES, though in more complex form.
Since Lucifer and DES have similar key-message statistical properties, and
Lucifer is very resistent to exhaustive search because of its 128 bit key,
Lucifer appears to be relatively strong cryptographically. Lucifer's
relative simplicity also makes it an extremely easy algorithm to implement
in software, making it a reasonable candidate for use on a personal
computer.

This paper discusses the development of Lucifer, its design and

hardware implementation. The relationship of Lucifer to DES is also

discussed, and some suggestions for cryptanalytic study are made. An

original FORTRAN implementation is presented that is suitable for use on a

personal computer or in other applications.

II. The Hardware Device

Lucifer was developed at IBM Thomas J. Watson Research Laboratory in



the early 1970's [6,16] and was the subject of several U.S. patents
(7,8,9,17]. The original Lucifer was a prototype cryptographic device
constructed at Watson Laboratory for use in data communication. The
Lucifer device was combined with the IBM 2770 Data Communications System
as part of an experiment in computer security. A software algorithm
provided the same cryptographic transformation in the host computer. The
Lucifer device allowed the key to be loaded at the operator's option
either from ROM or from magnetic cards. A mode selection switch allowed
three modes of operation. One mode disabled the cryptographic function,
and, therefore, cleartext was both sent and received. A second mode
enabled Lucifer to receive ciphertext and decipher it; messages received
in cleartext were not altered. Cleartext was always transmitted. The
third mode was similar to the second, except that, in addition, all
messages transmitted were enciphered.

The Lucifer device was constructed from standard TTL SSI and TTL MSI
component.s. In all, 178 TTL modules were used, mounted on four wire-wrap
boards. The state-of-the-art in LSI at the time Lucifer was constructed
had an influence on the design of the device (and therefore the algorithm)
in that an attempt was made to limit the complexity of the circuits. As a
result, the Lucifer hardware used circular shift registers to store the
key and the two halves of the message in order to simplify access to
successive bytes. The APL program written by IBM that implements the
algorithm in software mimics the hardware by actually shifting the key and
halves of the message. The Fortran programs, discussed in Section V and
shown in the Appendices, do not move the key or halves of the message; the

appropriate bytes are accessed in place as needed.






